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Abstract

The study of Risk management is approachable for resilience of the Faculty of Information and
Communication Technology, Mahidol University. It is an action to prevent adverse events that affects the
faculty's main mission. The objectives of this project are to analyze / review the Risk Management Results
of the Faculty, to learn/observe the Risk Management 's process and to design a resilience framework.
Reviewing duration is 2020-2023 fiscal year by using statistical data to find the percentage, content analysis
and quantitative synthesis.

Define key success indicators are :
1. To analyze and review the Risk Management results of the faculty’s at least one round
(annually).
2. Introduce guidelines/issues for sustainable development to the management level at least 3
issues.
3. Introduce recovery process (Resilience Framework) of the Faculty's Main Mission at least one
process.
From the results of the analysis and review of the faculty’s Risk management, initial suggestions for the
development main points are as follows:

1. To emphasize clarity in setting KRI indicators.

2. To specify Leading KPI in every risk issue.

3. To encourage the importance of Risk Management awareness.

Therefore to establish Resilience Framework within the Risk management and BCM / BCP important
information is to approach the sustainability of the organization. As a result of the analysis, a "draft"
Resilience Framework is proposed, which consists of the 3Ps: 1) Robust Product, 2) Agile People, and 3)
Adaptive Process. Organizations must utilize critical information from Risk Management and Business
Continuity Management (BCM/BCP) processes as essential data to quickly and efficiently restore operational

capabilities for the organization's sustainability.

Keywords: Risk Management, Resilience Framework, Faculty of Information and Communication

Technology Mahidol University
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Usziam Tfun anudessimunagys (Strategic Risk) A21udssdun1sufoAeu (Operation Risk) AmLABFY
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nansAnwIfananthgdouuImeUssiuiionsiannnsuimsiamsanuidsaiiensiamngauddusseu
096NT UV aAU8 “9197 NTwUIUNITA U (Resilience Framework) @ saanad a9 uLuIAnves Sakda
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mw%mﬁmmimwL?fmmummgm COSO - ERM (The Committee of Sponsoring Organizations of
the Treadway Commission - Enterprise Risk Management) Qﬂﬁwuﬁuwﬁamﬂmamaaﬁm%mmnmaﬁmﬁau
19YAT1891UN5UVBS Enron wag WorldCom Tul a.a. 2001-2002 vililul a.f. 2004 AENIIUATS COSO
fimunseunsuImeaudsswedesdns COSO ERM (2004) 1 pedUsznoureanisuimsniiuidseieadng
COSO ERM (2004) fig (1) msfmuadanang (2) nsseuwmanisal (3) nMsUszifiuaudes uay (4) msldney
Ay

ounlull A.A. 2017 AnznsIunis COSO TduiuUssnsounsuimsanudssasesdnsidu COSO ERM
(2017) Busnlnad Heruvesnsuimanrundeswesnsdng munsauves COSO ERM (2017) naneis “Iansssu
A3 mNanInsa waznUFoR Aysannswiumsivunnagnsuasnansufifinu Geesdnsldlunisuims
arundsaieaiunisaine nmssne waznisiilinuaniatuaie” [5] elviaenndestunainnisildsuulasmes
LﬂiﬂgﬁﬁﬂuﬂmﬁuﬁmmL?im‘uaaq’aﬁﬂmzﬁunaqméﬁ’wﬁmmﬁﬁmﬁmﬁu shemsysannsaudessuiuna
gsuaznan1sUFUReu lunisfiestisesdnslunsads Snwuasiilinudniniuais (6]

@

donnaeItuinIvINISIAIneIAUsENBUNEIAEUBINITUSIMIANULEBIRIANT LY Aall

Nukul Daengbhumee [7] N@1731 N1SUINITANULEB991791999ANT UTenauale 8 asAUsznau taun
anmwndenngly, nMsivuaingusvasd, n1sssuwnnisal, nsUsediuanudes, Msdanisnevauesnudes
, AINTINTAIVA, ENTAUWIALAZNITAOENT Loy N1SARRNYTEIEIUNG

Juthamon Sithipolvanichgul [8] namiils annsaAguesnIsuImsaudss wiadu 5 winnis Adaau
Neulowariianuduiussieiu wslviussaingusvasdvasmnudes Ao n1smiuguaiansias InusssuasAns,
nsivuanagnswazIngUseasd, nan13aniuau, nMsnunukasyiuuswily uasdeyansdeasuasseu

ENTERPRISE RISK MANAGEMENT
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VALUE
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FORMULATION

i ' e Governance & o3 Strategy & Performance Review Information,
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b —

& Reporting

A 1 WisuifisuunAavdnues COSO ERM (2004) (n1wdhe) fu COSO ERM (2017) (A1w37)
111 : Enterprise Risk Management -Integrated Framework Executive Summary, 2004 pp. 5. [9]
ey Enterprise Risk Management: Integrating with Strategy and Performance, 2017, pp. 18. [10]

31NN13ANY1781AT1897U Global Risks Perception Survey 2023-2024 Invi1lag World Economic
Forum [11] nu31Auid saiisuduusn lugae 2 3 (ssozdu) Sudu 1 deyaiAauaznisiadoutoys
(Misinformation and disinformation) Susiu 2 n151Ua sukUatanIneInNIALUUNIe Uiy (Extreme Weather
Events) Sufu 3 n15uy st amnsdenn (Societal polarization) 8uau 4 Aulivasadsuulanlaiues (Cyber
insecurity) Sufiu 5 a9RTINsENI9UTENA (Interstate armed conflict) wazsIBMURARIAIILEBS R ULINTY
5vur817 10 T SufU 1 115108 suLUasanIneIn1ALuUnz Uiy (Extreme Weather Events) SuUfuU 2 113

Soft Power: Wasa319855A JulAdouiAsysialneg



4 N3UsERAYINTILAUIR AT 16 T Imendesviguasugu

1675

5% 4 - 5 nInIAL 2567

Lﬂgaw,maaﬁﬁwaﬂiwua&J"mé'ﬁﬁ’zy,uazguuiqmiswma 9 vadlan (Critical change to Earth systems) 8uau 3
miq:’,yl,ﬁﬂmmwmﬂwmEJ‘V]N‘%%mWLLazﬂﬁémamwaﬁzUUﬁLm (Biodiversity loss and ecosystem collapse)
SUFU 4 MIIALAAUNINEINTEITUIIA (Natural resource shortages) Susiu 5 Tayafiiauaznisiaideudoya
(Misinformation and disinformation) 9ndegasanaadufiundanniilusrezerininudeiiisadesiy
Aaundeu 1uii1dun LLaxmﬁmsLﬁm’sm?uuiﬁ?ﬂuwawn

Risk categories 2years 10 years

Misinformation and disinformation Extreme weather events

I Economic

I Environmental Pl Extreme weather events PRl Critical change to Earth systems

I Geopolitical

o

LM Societal polarization Biodiversity loss and ecosystem collapse

Lo

I Societal

-

FEN Cyber insecurity Natural resource shortages

[0 Intersiate armed conflict SR Misinformation and disinformation

I Technological

[si | ack of economic opportunity [ Adverse outcomes of Al technologies

rell Inflation [& nvoluntary migration

o]

Cyber insecurity
N Economic downturn [ERll Societal polarization

2 Involuntary migration

EOE Follution ploRl Pollution

A 2 %’aﬁda Global Risks Survey risks ranked by severity over the short and long term
111 : World Economic Forum Global Risks Perception Survey 2023-2024.
https://www3.weforum.org/docs/WEF The_Global_Risks Report 2024.pdf.
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19U ICOR’s Organizational Resilience Framework [14], Redefining firms' resilience [15], dsnusulaiunisimun
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1. anududiuaznagns (Leadership & Strategy)
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(Resilience Framework) Usgnausig
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wazAnTamsssuidasunsidsunlauarnsadisassauinngsy
a3 usvesednsaszlsEnausienIsiusaves 3 szuuvanluniougiu laun s usves
n3gUIUN15 (Operational Resilience) mﬁﬁuﬁwm%’aga (Information Resilience) WagNTUTMITIANITNTNYINT
(Supply chain Resilience)
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N3UsERAYINTILAUIR AT 16 T Imendesviguasugu

5. d@gUna
wan Ao 1) msiiuanudaaureinsimvuadizia KR 2) msinued@inii Leading KPI Tunnuszimuainudes

3) masnseudsasulinsenindeninud1Agyves Risk Management @anAda3iun13398u89 TOUCHAKORN

YUWATTANA. (2018). [16] Bananal3in siinaunnevlussdns dosinrmg anudlafisanumnevesanuidesd

gndes nsadu ielimnavlussdnsanusauesaudssldlufienaiodty wazanunsailu Ussgndldlunns
musnagns warnTsunuresearnsldlunnsedu Ingldsuniseenuuy Tannsausidananisaifienaaziintu

NNANITATIZN NUMU KAN1FUTITTANIIAIEES fag SWOT lanuleniaaingauda 1eunuliu

goveu afszleviinlona wavwiouniousuguassa vesnssndunisnudaausuuziiionsaun Ussiiu

°

fl

a ' ¢ ¢:4' ) ¢:4' D PV ¢ o vy

NilnansenudentAng waganunsafisgdanisany dedvieglussduiesdnsanansogeusula
HA9839A1MUANTOU Resilience Framework 1nadl Risk Management Wwag BCM/BCP

Judeyadidny sumiinsdaaiuinusssussdnsidangu (Agile) wan1siududszdnsnameuaiunsalunis

Y

IINHANITIATIEA
MuiveANUdIEuveteeAns Nillanndayares World Economic Forum Feminn1salinlussevenianandesniy
AIndousninNIuRsTY Usenouiu saudanuinludagtuaisiinisiiuuifnnisusmsanudssniuaiig

Fadlu £SG unldlussdns [17] Wuanudeaiiieteatuuseifusudawinday (E: Environmental) sudsau (S
Social) way AUsITUIAUIA (G : Governance) #58L58n31 “ESG Risk” @93971139809 SIRINAN PIYAUTSADARUT

[18] nand1 Uidmlungugnanunssufisouln (Sensitive industry) fiianssunsaiiuausudanedessnnni

nANUTINALY uardnsranouuse AU NETudaLdRuSTsuanlasUT Il sinntuaziRansaadiu

ESG windu luvariinssuaiuanvesfanisilauduiudisay dwduiadoanudesssuunarsnsmiausiuse
Funsndsundulddemaronanisdiiunusiu £SG fadunnuimefiesrnsazfemianisudmsdanisainy
os iieasslena wazanninudes dsilnasornuansalunmsadimals msudetu nmdnvel Jeides uas

AVINBYTEALATEITUTDIBIANTREUTNSY uipglsinudlosainaaunisaliinsieuulased1esings fuansd
MyiATzRLaznUMUNanIsadunuegstesdaz 1 a%e FeanunsatlyusulddunssuiunsdAyresanz

ienwugnsdnhuaunagnstuinfoussdnsgaudstusely
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